Abstract-In this paper, we present a new approach to interrogate sensors using Near Field Communication (NFC). This approach utilizes NFC data exchange format (NDEF) to report the sensor data directly to a cloud service through a smartphone. The new advantage in this approach is that no smartphone application is needed to move the data from the sensor to the cloud. We also discuss advantages and disadvantages of this approach compared to earlier NFC sensor interrogation solutions.
INTRODUCTION
Near Field Communication (NFC) has traditionally been used for identification purposes, for example as key cards [5] . In recent years, new uses for NFC have been explored, for example the use of NFC as a sensor interface [1] . In our earlier research, we have looked into how NFC can be used to directly interrogate digital sensors using a smartphone [1] .
A common problem with earlier NFC enabled sensor systems is the need of a specific smartphone application, e.g. as we previously did [1] . Even though a specific smartphone application makes the design of the NFC interrogation system easier, this smartphone application dependency is inconvenient for the end user.
In this paper, we are presenting a new way of uploading sensor data achieved over NFC directly to an online cloud. This new approach removes the need to install a smartphone application. We are also looking into to advantages and disadvantages with the approach presented in this paper compared to earlier approaches.
To verify our approach, we used our previously developed NFC system as a starting point [1] . The NFC system does not feature an energy harvesting circuit, and is thus powered through a Universal Serial Bus (USB) [1] . We developed our NFC tag further to interrogate a specific sensor, and to report the results to the smartphone. To avoid the smartphone application dependency, we used the data in the NFC data exchange format (NDEF) described in the NFC Forum standard [2] .
Google used the same approach when they designed their Eddystone Bluetooth Low-Energy (BLE) beacon standard [3] . The difference between Eddystone and the system described in this paper, however, that our approach is based on NFC, while Eddystone is based on BLE. The advantage of BLE is that BLE works over a longer range [4] . The advantage of NFC over BLE, however, is that NFC works without the need of batteries [5] . This paper is divided into three sections. Section II describes our approach, and section III shows how this system works. Section IV then discusses advantages and disadvantages of this system compared to earlier solutions.
II. APPROACH Because our goal was that, our sensor interrogation system works without the need of a smartphone application, the NFC device needed to interrogate the sensor itself before the NDEF message was read. In order to do this task, we used our previously developed NFC development system seen in fig. 1 , where we had complete control over the NFC tag functionality [1] . This development system is based on an analog front end (AFE) designed with discrete components, and a fieldprogrammable gate-array (FPGA).
To avoid the need of a specific smartphone application, the sensor data were embedded in an NDEF message. The NDEF format is the widely used standard defined by NFC Forum, and is supported by smartphones featuring NFC Forum compatible functionality [2] . In addition, the NDEF format enabled us to refer to a webpage and embed the sensor data in the webpage address. Due to this feature of the NDEF standard, the sensor 978-1-5090-1012-7/17/$31.00 ©2017 IEEE data were uploaded automatically to a cloud service for processing.
We programmed the FPGA to interrogate the subjected sensor when an NFC reader (smartphone) initiated a communication channel with the developed NFC tag. Initiating a communication channel, means that the smartphone is brought close to the antenna on our NFC system. The sensor data were thus read while the NFC reader and the NFC tag were going through the anti-collision states described in the NFC Forum standard [5] . The data were thus read and embedded in the NDEF message by the time the NFC tag was ready.
The NDEF message contained, in addition to the sensor data, a link to a webpage working as a gateway to the cloud service.
The raw sensor data was forwarded to the webpage through the arguments in the webpage address. This method enabled us to embed all raw data in the web page address. The data was then processed in the cloud service, and returned to the smartphone through the web page. A data flow diagram describing this can be seen in fig. 2 .
III. FUNCTIONALITY
Verification of the functionality of our system was done using the Sensirion SHT31-D relative humidity and temperature sensor [7] . In addition, we set up a webpage working as the sensor data gateway. The only functionality of this webpage was to process the received sensor data, and to report the result back to the user. Fig. 3 shows a screenshot of this webpage as seen from an Android smartphone.
The raw data of the sensor was embedded in the NDEF message as part of the webpage address. The address was on the form http://slentre.net/s3/sgw/#62A0&513C, where 62A0 and 513C are the raw temperature and humidity data as read from the sensor, respectively. The raw data were sent as hexadecimal values to shorten the web address length.
The digital design of the NFC core was based upon our previous research [1] , where we modified the inter-integrated circuit (I2C) core to work without being controlled by a smartphone. The new addition to the digital design was the sensor interrogator module, controlling the I2C core, and the binary to hexadecimal converter. The binary to hexadecimal converter module also inserted the values into the NDEF message. Fig. 4 shows the sensor to NDEF message data flow.
The cloud service received the raw data through arguments in the webpage address, meaning that the data was encoded as mentioned above. By using JavaScript, we were able to calculate the temperature and humidity values based on the raw data, using the equations given in the SHT31-D datasheet [7] . These values were then returned to the user through the webpage front end of the cloud service, as shown in Fig. 3 .
IV. DISCUSSION
This approach makes reading a sensor using a smartphone easier. However, the system design is harder for the designer compared to our earlier solution [1] . Reading digital sensors through NFC is also possible using commercially available NFC integrated circuits (IC) by e.g. NXP, Texas Instruments and ST Microelectronics. However, these depends on a microcontroller (MCU) to operate [8] , [9] , [10] . In addition, these commercially available solutions depends on a smartphone application to operate correctly [8] , [9], [10] , which again makes the user experience less convenient, compared to the approach presented in this paper.
This proposed approach, however, is not as flexible as earlier solutions. Our previously proposed system gives the smartphone application full control over the I2C bus, meaning that the NFC circuit can be used to read any I2C enabled sensor without reprogramming [1] . Further, commercially available NFC ICs depend on an MCU to interrogate the sensors, and thus requires programming. MCU based systems are however flexible because MCUs can be reprogrammed to fit any sensor system [8] , [9] , [10] .
However, the approach presented in this paper can be made more flexible, if the sensor interrogator has a lookup table, where all I2C commands are predefined, and reprogrammable using e.g. a smartphone. This lookup table can be placed at certain addresses in the electrically erasable programmable readonly memory (EEPROM) found in most NFC ICs, for example.
Another improvement of our approach is to include an analog-to-digital converter (ADC), as was done by A. Zaher et. al. [11] . By including an ADC and applying our approach, also resistive and capacitive analog sensors can be read such that the results are uploaded directly to a cloud service without needing a smartphone application. Also the functionality of the ADC can be programmed using a lookup table as proposed above.
V. CONCLUSION
In this paper, we have presented a new way of reading a digital I2C enabled sensor, focusing on the usability for the end user rather than the flexibility of the system. We showed that an NFC enabled sensor system is possible to read without a specific smartphone application. Further, our proposed approach use a cloud service to convert raw data to human readable data, meaning that sensor data is available for other cloud service based applications as well.
Further, we briefly looked into advantages and disadvantages with the proposed approach compared to earlier approaches. We found that earlier approaches are more flexible. However, we also found that the approach proposed in this paper is easier to use, because no smartphone application is needed.
In addition, we also discussed future development of the proposed approach. Most importantly, the described approach can be made more flexible. Flexibility can be improved for example by embedding a lookup table in the EEPROM embedded in the NFC IC, where all I2C commands are found in the correct order. By including a lookup table like this, reprogramming of the developed system is performed using an NFC reader, for example a smartphone. Further, the system can be improved by including an ADC to read resistive and capacitive sensors.
